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Data protection has always been a hot topic in the media. 
High profile data breaches often hit the headlines 
claiming thousands if not millions of individuals being at risk 
of having personal details stolen. Whether it’s log in details or 
more serious breaches of information, the need for 
updated regulation around data protection has been 
welcomed by many.

But what do the changes mean for UK SME’s? And what do 
business owners need to do to prepare?

There is a lot of uncertainty as to the implications of the new 
legislation that comes into force on 25th May 2018 with 
some businesses putting practices into place now and others 
seemingly unaware.

We consulted with Kieran McGeehan, Global Data Protection 
Specialist and Managing Director of Univate UK, to produce 
this handy guide and give business owners a helping hand in 
understanding GDPR.

Introduction

Key Points:

• What is GDPR?
• What is ‘personal data’?
• What’s changing?
• Consent
• Asking for, recording and managing consent
• Do I need a Data Protection Officer (DPO)?
• How does it affect me as a business owner?
• What do I need to do to be ready for GDPR?
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GDPR (General Data Protection Regulation) is an overhaul of 
EU data protection legislation and comes into effect on 25th 
May 2018 nearly two decades after the Data Protection Act of 
1998. It applies to all EU citizens and is designed to 
harmonise data privacy regulation across Europe.

The new regulation makes significant changes to the way in 
which organisations, both large and small, can process, store 
and handle customer data. In short, GDPR sets a new high 
standard for capturing consent for use of personal data giving 
individuals more control of how their information is used.

The new legislation details granular expectations and should 
be carefully studied by anyone handling personal information 
about customers and employees. The consequences of not 
adhering to the new regulation could see business owners 
facing large financial penalties and potential reputational 
damage to their organisation. 

What is GDPR?

GDPR applies to all companies worldwide that process 

personal data of European Union (EU) citizens.

Did you know....

“The first thing I always say is that this is not just about 
GDPR. GDPR will be just one of the regulations we’re 
operating in after 25th May. In addition, the Privacy and 
Electronic Communications Register (PECR) is also updated 
by the ePrivacy Bill and the UK Data Protection Bill passes 

into UK law and becomes the Data Protection Act 2018.”

Kieran from Univate explains:
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What is meant by ‘personal data’?

Personal data is defined by the Information Commissioner’s 
Office (ICO) as ‘data relating to a living individual who can be 
identified:

• From that data
• From that data and other information which is in the  
 possession of or is likely to come into the possession of,  
 the data controller’

It is worth noting here that this includes any expression of 
opinion about the individual and an indication of the 
intentions of the person in control of the data.

Given the broad scope of this definition, it is worth 
considering the information you hold about your customers 
and whether or not they could be identified from it. This will 
help you begin your journey into GDPR and start the 
preparations for the implementation of the new Directive.

It is safe to say that the majority of businesses hold client 
information. Whether it’s basic contact information, order 
details, or more sensitive material such as medical records 
or financial information, the new GDPR rules define clear 
guidance as to how specific information is to be used going 
forward. Even your employees information can fall under the 
heading of personal data. Essentially this means that GDPR is 
something virtually all UK business owners should be 
preparing for. 

So what’s changing? And what impact will this have on SME’s 
once the new regulation comes into force? 

We looked at the key themes of GDPR to help business 
owners understand the complexities of this new regulation.
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What’s changing?

GDPR sets a new high standard for consent that aims to put 
individuals in control of their personal data.

Put simply, it means offering individuals genuine choice and 
control over how their data is used, meaning companies must 
gain approval for individual activities that data could be used 
for.

While the rules for businesses will be much more rigorous 
than under the Data Protection Act, if GDPR is well managed 
internally it could allow your organisation to engage with 
clients on a more personal level to build trust, confidence and 
enhance your professional reputation. 

Business owners should not see GDPR as daunting or 
threatening. It’s an opportunity for your business to 
demonstrate professionalism and care for your clients to the 
highest standards.

NOTES
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Consent

Historically consent has been captured in many ways. From 
verbal agreements over the phone to pre-ticked boxes online, 
consent has been bundled into terms and conditions making 
definitive opt-ins and customer preferences more confusing 
than necessary.

Going forward, consent will have to be obtained through a 
positive and affirmative action. Pre-ticked consent boxes will 
be a thing of the past. Organisations capturing consent must 
be specific and granular, clear and concise. Permission will 
need to be captured for every type of activity that data could 
be used for and this consent will need to be date stamped 
with the consideration that it is not a lifetime permission. 

As a business’s marketing activity evolves and its strategy 
develops, this consent will need to be refreshed to ensure 
compliance. It cannot be assumed that the initial consent will 
last for a lifetime – any form of consent has a shelf life.

What is ‘consent’?

“Don’t forget, you only need consent if you don’t have any 
other lawful reason to process someone’s data, such as 
in order to satisfy a law or regulation or in order to form a 
contract”.

Kieran from Univate adds:

7



Consent

So how long is this permission valid for? And what needs to 
be done to keep this up to date? Ultimately this depends on 
the nature of your business and the reason for processing 
an individual’s data, and this is where it becomes a bit more 
complex.

Under the new legislation, for consent to be considered 
valid it must be:

• Unbundled
• Obtained through active opt-ins
• Granular and specific
• Named and documented
• Easy to withdraw
• There must be no imbalance of power in the   
 relationship

Key points:
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”In addition to consent, the regulations place obligations on 
organisations to inform data subjects what they are 
processing, for what purpose, how data is secured and for 
how long it will be held. Businesses can achieve this by 
making a privacy notice available.

Ultimately, firms must follow the principles of data 
protection; lawfulness, fairness and transparency.

The purpose for collecting data must be specified, explicit 
and legitimate. It must not be used for any other purpose 
other than originally intended.

Organisations also need to satisfy themselves that any other 
businesses that process data on their behalf are adhering to 
the same high standards that they are.”

Kieran from Univate explains:
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Asking for, recording, and managing consent

Requesting consent: 

 

Managing consent:
Managing consent is all about keeping it up to date and 
ensuring that people can withdraw consent easily at any 
time. It’s also crucial that consent is kept up to date, so if your 
processing activities for that data change then you may need 
to refresh the consent so that its relevant to the data 
processing activites.

Recording consent:

Consent must be recorded with specific information included 
to demonstrate that consent has been legitimately obtained 
and is used for the correct purposes. The ICO has minimum 
expectations of what should be included to comply with the 
new legislation. 

When asking for consent, you must include the name of 
your organisation as well as the name of any third parties 
who will rely on the consent. You must also be specific about 
why you want the data and what you will do with the data to 
cover the purpose of processing and the processing activities 
themselves. Additionally organisations must state clearly that 
people can withdraw their consent at any time and the ICO 
has made recommendations that organisations should tell 
people exactly how they can withdraw consent.

Recording the consent you capture is essential. You may be 
asked to provide evidence that the new legislation has been 
followed so having a set method of recording consent can 
help you build an effective audit trail. This will in turn assist 
you when it comes to monitoring and refreshing consent in 
line with GDPR. 

Your records should include as a minimum, details of who 
consented and when, the consent statement that they agreed 
to and how that consent was captured.  You will also need to 
capture details of those who withdraw consent as well as the 
date they withdraw.
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Do I need a Data Protection Officer (DPO)?

Under the new GDPR legislation there is a requirement to 
appoint a Data Protection Officer if your organisation falls into 
one of the following categories:-

 » You are a public authority (excluding courts)
 » You carry out large scale systematic processing of 

 individuals (for instance, tracking online behaviour)
 » You carry out large scale processing of data classified 

 as special data or data that relates to criminal 
 convictions

If your business falls into any of the above categories then you 
will need to appoint a designated Data Protection Officer. 

Duties of a Data Protection Officer:

DPO’s are responsible for the following:

 » Monitoring and updating an organisation’s 
 processing policies, procedures and practices

 » Maintaining a breach register
 » Liasing with the ICO regarding serious data breaches
 » Completing Privacy Impact Assesments where needed

When GDPR comes into force on 25th May 2018, data 
breaches must be notified to the ICO within 72 hours of the 
breach and firms could face fines of up to 20 million Euros 
or 4% of their global annual turnover.

Did you know?

It’s also possible to outsource the role of DPO to a third party 
provider. There are many organisations qualified to support 
your business, like Univate, that are not legal firms and may 
not be as costly.
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What do I need to do to comply with GDPR?

Firstly, brush up on the regulation. There is a wealth of 
knowledge from reputable sources online that summarises 
the legal document.  Any uncertainty around GDPR should be 
further clarified by a legal professional to ensure you have a 
thorough understanding of what it means for your business.

Here are a few key pointers to get you started on your 
GDPR journey: 

 » Understand the framework – the way that GDPR affects  
 your business will be unique. You may need to consult  
 a legal professional or hire a Data Protection Officer  
 (DPO) to help you at this point

 » Document everything you do – one major part of GDPR  
 is demonstrating that you have thought through   
 the risks of data processing and how you would   
 handle a breach. The ability to demonstrate your   
 thought processes and considerations will not only  
 help you along the journey but will also evidence why  
 you have made particular decisions.

 » You will need to look at the data you hold and classify  
 it. Is it personal data? Is it sensitive data? Ultimately this  
 determines your future processing activities.

 » Look at the data you have and evaluate whether or not  
 you really need it. Perform impact assessments on all  
 the different categories of data that you hold   
 to determine the risk to your business. This will help  
 you understand how best to mitigate it.

 » Again, document everything including any additional  
 risks and processes. Repeat this process until you   
 are in a confident position that you are GDPR   
 compliant. Don’t forget that consent as a concept is not  
 evolving and this will need to be reviewed regularly.  
 Having a clear history of everything you do will make  
 the future of your GDPR processing a much easier   
 journey.
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Thank you

We would like to thank Kieran McGeehan, Global Data Protection Specialist and Managing Director of 
Univate UK for his help and contributions in producing this guide.

This guide has been complied by Premier BusinessCare who specialise in arranging personalised business insurance for businesses 
in the UK. If you have any feedback on this guide, or would like to contribute to one of our 

business articles, please contact us at questions@premline.com
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